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	Reason for change:
	In TSC use case, the concern is on gPTP message confidentiality protection which cannot be ensured by the IEEE protocol itself but may be by add-ons in its implementation. Thus, SMF role in setting policy towards gNB needs to be clarified. Similar text as in TS 33.501 clause 6.6 should be used in annex L.

33.501 distinguishes security policy enforcement for confidentiality and integrity. For example, also N.2.2.2 provides this distinction for the URLLC feature. For TSC it is currently not separately handled, what may influence SMF decision to provide the security policy. Concern has been raised that double protection could happpen if application layer security is applied. Thus, double confidentiality protection should be avoided.

While it is suggested that integrity enforcement should always come from 5GS to ensure detection of modifications to any IEEE TSN related data transferred via 5GS For confidentiality protection, double confidentiality protection may be avoidable if application layer security is already applied. However, it needs to be noted, that decision is always based on SMF decision, if not set by UDM. 

	
	

	Summary of change:
	Update of clause to distinguish integrity and confidentiality protection that confidentiality protection decision by SMF may depend on whether application layer security is already applied.

	
	

	Consequences if not approved:
	Enforcing confidentiality protection even if application layer security has been applied, which provides unnecessary impact on 5GS for transfering IEEE TSN related data.
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***** START OF CHANGE
[bookmark: _Toc26876090][bookmark: _Toc35528859][bookmark: _Toc35533621]L.3	Protection of user plane data in TSC including gPTP control messages
After the 5GS TSC-enabled UE is authenticated and data connection is set up, any data received from a TSC bridge or another 5GS TSC-enabled UE shall be transported between DS-TT (in the UE) and NW-TT (in the UPF) in a protected way using the mechanisms for UP security as described in clause 6.6. 
The UP security enforcement information for UP integrity protection shall be set to "required" for data transferred from gNB to a 5GS TSC-enabled UE. This is also applicable to the gPTP messages sent in the user plane.
The UP security enforcement information for UP confidentiality protection may be set by SMF to "required" depending on whether application layer protection is applied. If this information is received from TSN AF, it may avoid redundant double protection depending on the UP security enforcement policy by SMF.
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